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largest in electronic invoicing
(São Paulo, Minas Gerais, Rio Grande do Sul)

corporate taxpayers
(VAT taxpayers)

in population
5.5% of the country

largest economy in Brazil
(São Paulo, Minas Gerais, Rio de Janeiro, Rio Grande do Sul)

State Capital: 

Curitiba

5th

4th

11.6M

420K

Paraná State, Brazil
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The role of tax administrations is to collect the revenue that helps to pay for public spending 

by governments. This might include support for education, welfare, pensions, health services, 

transport infrastructure, and defense, among many other areas. To maintain public confidence, 

tax systems must be seen to be fair, efficient, and effective, an area where international 

cooperation between administrations can play an important role.1

1 https://www.oecd.org/en/topics/tax-administration.html
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What does a tax administration do?
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The State Revenue Service of Paraná (Receita Estadual do Paraná) is a government agency 

with special status. Although it is formally connected to the Finance Secretariat, it works 

independently. It functions as the state’s tax administration.

Main responsibilities

Impact on society

Monitor and collect state taxes (ICMS, IPVA, ITCMD)

Promote voluntary tax compliance

Combat tax evasion (fraud) and tax avoidance

Ensure the proper interpretation and enforcement 

of the tax code
Funding essential areas such as health, education, 

and public security

Promoting tax justice and fair competition among 

businesses

Innovating tax governance through data and 

automation

~500 tax auditors

The Paraná State Tax Administration
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Tax on the circulation of goods and interstate and inter-municipal 

transportation and communications services (ICMS)………………….…..
86.3

Tax on property of automotive vehicles (IPVA)……………………………... 10.9

Tax on property ‘causa mortis’ transmission and donations (ITCMD)….
2.5

General fees………………………………………………………………………. 0.3

1

2

3

4

State VAT taxICMS

~USD 10 billion
ICMS yearly revenue

The composition of state taxes
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How a VAT works

invoice

invoice

invoice
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(-) VAT debit

(+) VAT credit

= Monthly VAT to pay

SALES

PURCHASES

Tax Administration

How a VAT works
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Challenge #1:
Shell companies 
and illegal tax credits
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In a VAT tax, the tax debit of the transaction for 

the seller of a product generates a tax credit for 

the buyer. With shell companies and fraudulent 

transactions, you have no real tax debit (since 

there’s no real seller), but the buyer (a real 

company) uses the (illegal) tax credit. A shell company is 
created with the sole 

intention of 
generating fraudulent 

transactionsIllegal tax credits are generated to buyers 

(businesses) who then offset their VAT debits 

and therefore pay less taxes (or no taxes at all).

Challenge #1
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Example of a real transaction between corporate (VAT) taxpayers

COMPANY A

Seller

A sells $1M in 

products (180K in 

tax credits) to B

The product is legal and it is shipped from the seller to 

the buyer

An electronic invoice is issued by the seller 

and authorized by the tax administration

The buyer is 

entitled to 180K in 

tax credits

COMPANY B

Buyer
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Example of a fraudulent transaction between corporate (VAT) taxpayers

SHELL 

COMPANY A

Seller

A fakes a $1M 

product sale to B 

(180K in tax credits)

NO products were shipped

Tax auditors take a long time to identify this behavior and by the 

time they do, significant damage is already done.

The buyer is not 

entitled to 180K in 

tax credits, but they 

get an invoice to 

use the credits

COMPANY B

Buyer

An electronic invoice is issued by the seller 

and authorized by the tax administration
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Challenge #2:
Real companies, 
illegal products
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A real company 
issues an invoice 
(without taxes) for 
illegal products to 

make the transaction 
appear legitimate

Companies that sell counterfeit or 

contraband products and use their electronic 

invoices to create an appearance of legitimacy 

for the illicit transaction. 

Challenge #2

Contraband:

Genuine, legally manufactured, products that 

are smuggled because they are illegal or 

restricted to sell (in violation of tax, duty, or 

other laws)

Counterfeit: 

An imitation or forgery of a genuine product, 

produced or sold by a party other than the 

original manufacturer 
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Example of a fraudulent transaction involving counterfeit or contrabands goods

The transaction is real, but the product is 

either a contraband (e.g., electronics) or 

a counterfeit (e.g., fake cigarettes)

COMPANY B

Buyer

An electronic invoice is issued by the seller 

and authorized by the tax administration

END CONSUMER

Buyer

COMPANY A

Seller

A sells a product to 

another company or 

directly to an end 

consumer
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The solution: SiMFE

Sistema de Monitoramento Fiscal de Emissores
(Issuers Tax Monitoring System)
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Analytics automation monitors all electronic 

invoices issued to identify the frauds presented.

Access blocked: Teradata Vantage® sends the fraudulent 

company registration number to the business application that 

authorizes/rejects the electronic invoices.

Data from 200+ millions of electronic invoices are processed and 

analyzed every week to find fraudulent transactions and the VAT 

taxpayer responsible.

Sistema de Monitoramento Fiscal de Emissores

Issuers Tax Monitoring SystemSiMFE

Business 

application

Teradata Vantage

DATA CRUNCH

The solution

Why seven days?
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Electronic invoice 

business application

Corporate Taxpayer

OLTP

(TRANSACTIONAL SYSTEMS)

OLAP

(ANALYTICS)

Blacklisted issuers 

(shell companies)

Action to 

block the 

Issuer

Tax Auditors

Data ingestion

BI- 30+ different data sources

- 11 business rules (indicators/filters)

- batch jobs schedule weekly

OLAP-OLTP integration

Other data 

sources

Taxpayer 

Registration

Energy 

Bills

Tax Bookkeeping

Payments

How SiMFE works



Receita Estadual do Paraná

Step 4:

Loading data into 

Teradata’s control 

tables 

(governance)

Step 1:

Execution of a massive 

data cross-referencing in 

electronic invoices and 

other data, applying the 

business rules

Step 2:

Loading target 

tables in Teradata 

with the final 

results

Step 3:

Sending the 

“blacklist” to 

Oracle (electronic 

invoicing system)

Blacklisted 

taxpayers 

(invoice issuer's

VAT registration 

number)

Electronic invoice 

business application

Corporate Taxpayer

Taxpayer attempts to issue 

an invoice but it's rejected

Every Monday

THE FIVE MOST IMPORTANT

BUSINESS RULES

NO 

ELECTRIC 

BILL 

RECEIVED

In the last six months…

NO FIRE 

DEPARTMENT

INSPECTION

FEE

In the last twelve months…

In the last seven days…

SALES

BRL 80K
(USD 15K)

MAXIMUM OF 

TWO OWNERS/

PARTNERS

The company (issuer) has a…

PURCHASESSALES

10

In the last six months…
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ELECTRONIC INVOICING

APPROVAL OF

APPEAL

TAXPAYER 

NOTICE

TAXPAYER

APPEAL

INVOICING 

BLOCKED

MASSIVE DATA

CROSS-CHECKING

Electronic invoice 

business application

General process flow

We are leaving them 
[fraudsters] inoperative 

until they prove 
operational regularity, 

which rarely happens.
Eglius Colognesi de Sa,

Tax Auditor, 8th Prescint

“
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Using the tax 

administration 

portal 

(ReceitaPR), 

taxpayers that 

were blocked 

from the 

invoicing system 

can make an 

appeal. A tax 

auditor reviews 

the appeal and, 

if deemed 

appropriate, 

approves it.

Taxpayer appeal review
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Using our BI Strategy (former 

MicroStrategy), the tax auditor can 

access all relevant data to  review 

the appeal.

Taxpayer appeal review 1

2 3
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The seller is identified as a shell company or the 

transaction is identified as contraband or counterfeit.1

Vantage sends the seller company's VAT registration 

number to the invoice application.2

The invoice application blocks the fraudulent company, 

preventing it from issuing more electronic invoices. 3

SiMFE has a 93.6% accuracy. But for those companies wrongfully 

blocked, the taxpayer may make an appeal to the tax administration.4

Recap: SiMFE in a nutshell

How the tax administration "kills" a fraudulent transaction at it’s source
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Key takeaways and
business outcomes
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#1 Automation
Prescriptive analytics

[SiMFE] is an [automated] action 
to stop the spread of these 

fraudulent transactions, reducing 
the tax evasion.

“
Alexandre de Souza,

Tax Enforcement Coordinator

Key takeaways

#2 Pioneering
Paraná led the way in Brazil in 

implementing an automated system 

to block fraudulent companies from 

issuing electronic invoices. Other 

states are beginning to follow.
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147%
We’ve seen an increase of 147% (!) in 
the number of fraudulent companies 
identified and blocked after SiMFE

Automatic

(prescriptive analytics)

Manual

(human effort)

0

50

100

150

200

250

300

350

400

450

Yearly Average (2017-2021) SiMFE's Yearly Average (2022-2025)

168

416

Business outcomes

US$ 3.8B
Based on the electronic invoices issued 

before blocking, we’ve estimated a 
3.8  billion dollars in tax credits that 

were prevented from being generated.
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Applying

machine 

learning to 

identify the 

fraud 

What’s next?

Input: transactions 

network

Output: prediction 

of shell companies

Select 

models that 

favor 

network 

analysis

Increase the current 

accuracy (93.6%)

Reduce the current 

frequency (seven days)
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Thank you

BRAZIL PARANÁ 
STATE

FINANCE 
SECRETARIAT

STATE TAX 
ADMINISTRATION
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